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Security Overview

Background

The Kaplan EduNeering Platform is offered via the Cloud
Computing or Software as a Service model. This widely used
outsourcing model allows us to design and maintain the
computer hardware, software, security, and personnel we need
to deliver our solutions, without our clients incurring excessive
capital investments and operational commitments.

Our expert IT staff is responsible for creating, managing, and
supporting our technology-based solutions, to assure that all
systems run smoothly and securely in our wholly-owned data
center facility.

Physical Security

All security begins with physical security. Kaplan EduNeering’s
primary datacenter in Houston (shown to the right) is inside a
office building with 24x7x365 on-site security. The building
contains a back-up electrical generator capacity, and other

equipment designed to keep servers up and continually running.

Once inside, a separate system validates the badge of an
employee prior to entering the Houston office, and again before
entering the datacenter. Logs of all entries into the data center
are checked on a regular basis to ensure that only properly
authorized personnel have access.

Similarly, Kaplan EduNeering’s back-up datacenter in Princeton
requires a badge to obtain access to the office, and a separate
authorization to obtain access to the datacenter.

Network Access Security

Networks are protected by multiple state-of-the-art firewall
systems. The data center network is automatically monitored for
intrusion detection and other malicious activity including
viruses.

To obtain remote access to the Kaplan EduNeering network over
the Internet, an employee must be granted VPN access (placed
into a VPN group within Active Directory).

Access is granted using standard Microsoft Active Directory
credentials, including standard industry best practices on
passwords. Kaplan EduNeering uses wireless access in our both
our Houston and Princeton offices. That wireless access is
secured by WPA2 RADIUS which also authenticates against
Microsoft Active Directory.

Platform Security Overview

Guest Access Security

Both the Houston and Princeton offices receive guests on a
regular basis. Each office has a network for guest access. This
will permit the guests to get internet access but will block them
from making a connection to any of our resources.

While conference rooms and guest offices tend to be the most
likely places which will be set for this guest network, any
ethernet port within Kaplan EduNeering’s network can be set
for guest access if necessary.

Inbound Web Security

All Kaplan EduNeering uses multiple layers of security to
protect inbound web traffic. All traffic must pass through a
redundant cluster of Juniper/Netscreen SSG550M firewalls.
Those firewalls perform industry standard port filtering and
stateful packet inspection to prevent connections on any port
except those which are used for standard business
connections.

Packets which are destined for permitted ports are then
inspected by Juniper’s deep packet inspection technology. Any
malicious packets that it sees are discarded. Packets destined
for our production web servers then move to our Juniper Load
Balancers (redundant model DX3250s). The load balancers
open up each packet, decrypt the SSL packets, and then
multiplex those packets into a single connection to our web
servers. Malicious packets that are not properly formed will be
dropped during this process. Those packets then are forwarded
onto our web servers.

(continued on next page)
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Inbound Web Security (continued)

All of our web servers have Trendmicro Client Security
Agent installed on them. This includes a software based
firewall with a second intrusion prevention system. Since
this IPS comes from a separate vendor than the one that is
installed in the Juniper firewall, it will have a higher
likelyhood of being able to prevent an attack that gets past
the Juniper’s defenses.

Inbound File Transfers

Kaplan EduNeering receives files from customers on a
regular basis in order to facilitate things such as adding
new employees into a client’s list of users. The majority of
these incoming transfers are encrypted with public key
encryption, specifically PGP.

Since those incoming files can only be decrypted with our
private key, any transmission that an attacker may be able
to intercept will not be decryptable.

Some of our customers use SFTP in order to transfer files
up to Kaplan EduNeering. Those transfers are being put on
a Linux server running the OpenSSH SFTP server, an
industry standard for securely transferring files. Transfers
are authenticated using RSA keypairs.

Site-to-site VPN Security

All site-to-site VPN connections terminate on our
Juniper/Netscreen SSG550M firewalls.

All of our site-to-site VPNs use either 3DES or AES
encryption. Packets are authenticated using either MD5 or
SHA1 header authentication.

Platform Security Overview

Disaster Recovery Infrastructure

We have comprehensive policies, procedures and
investment in hardware and communications capabilities,
all of which protect against significant disruption to our
systems and data within those systems.

We have redundant T-3 communication lines in Houston,
TX, a T-3 line for the data center in Princeton, NJ, as well as
hardware at the Princeton, NJ facility that is designed to
support client activities if there were to be a catastrophic
failure at the main data center in Houston, TX.

Additionally, we perform backups of our production
systems so that no more than 15 minutes of data would be
lost in the event of a disaster. These backups reside at the
main data center in Houston, TX, and are also transmitted
to our backup data center in Princeton, NJ. In addition,
every 24 hours the data is written to a magnetic tape and
sent off site for an additional level of backup protection.

In the Event of Close of Business due to Force
Majeure (Natural Disaster)

We have structured our computing resources across our
two main locations in New Jersey and Texas. In the event
of a truly catastrophic disaster or complete loss of our
main Texas data center facility, we maintain adequate
computing and network resources in New Jersey to restore
our systems for customer use within four hours.

Layer 1

=

Reliability and Back-Up

All key networking

components -- routers,
(Houston, TX)

Layer 2

Layer 3 Layer 4 Layer 5 Layer 6

Backup Protection

firewalls, web servers,
database servers, and data
arrays — include six layers of
redundancy to remove single
points of failure.

ComplianceWire k @

Database
Disk Backup

Data is backed up daily and
stored onsite in a fire resistant
vault. Weekly backups are
made and stored off-site in a
fire resistant vault.

(Houston, TX)
<

™

S

Tape Backup

n
>

&

Minutes

J

Disk Backup\
(Princeton, NJ) °

Tape Backu;x
P
N

)

DQ%
‘I. ‘I\.
Site Tape Storage ff Site Tape Storage
T(Iron Mountain) T (Iron Mountain)

www.kaplaneduneering.com

CONFIDENTIAL to Kaplan EduNeering

Kaplan EduNeering
202 Carnegie Center Suite 301 Princeton, NJ 08540
v 609 627 5300 f609 627 5330

©2010 EduNeering Holdings, Inc. All Rights Reserved.
Kaplan_Edu_Security_01011.PDF|KP




<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /All
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (Adobe RGB \0501998\051)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /UseDeviceIndependentColor
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile (U.S. Prepress Defaults)
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 600
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /SyntheticBoldness 1.000000
  /Description <<
    /FRA <>
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308000200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e30593002537052376642306e753b8cea3092670059279650306b4fdd306430533068304c3067304d307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [900 900]
  /PageSize [612.000 792.000]
>> setpagedevice


