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Executive Summary

The mobile workforce demands a new learning paradigm, and this is
especially true for regulated companies that are striving toward more
proactive compliance programs.

White Paper

Sales representatives who regularly interact with Health Care Profession-

e Mobile Compliance Training:
als (HCPs) can use mobile devices to share product usage and research P ¢

. . . Beyond the Check Box
more conveniently and with greater impact.
However, there is risk in not documenting these interactions within the * Electronic Signatures and the
corporate or compliance learning management system (LMS), as it ex- Audit Trail

poses the company to greater risks during an inquiry or audit. Compliance
teams can mitigate this risk by having mobile-ready training events stored
with electronic signatures.

e Strategies for Embedding
Mobile Training Content:

Based on our relationship with global life science compliance teams, - !feeping A.nntial Training

we provide four strategies for embedding mobile content into an exist- Top of Mind

ing complla.nce learning program to improve learning ret(.entlon and traFI< el Falides @ Aot
events within the corporate LMS, to ensure accurate audit record keeping. Available Anywhere

- Risk Assessments that Target
Training

- Tracking Interactions with
HCPs

e Conclusion: Streamlining
Compliance Training Delivery
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Mobile Compliance Training: Beyond a Check Box

Today’s compliance programs are focused on dozens of business conduct and
compliance topics that include:

e Anti-bribery
e Conflicts of interest
e Fraud and anti-kickback

e Good Promotional Practices, including off-label use
e Privacy

The U.S. Department of Justice (DOJ) has made it clear that a company’s
compliance program, when set up properly, can help mitigate fines and penal-
ties associated with criminal wrongdoing. Additionally, recommendations to
the U.S. Sentencing Guidelines in 2010 noted that an organization facing a
criminal inquiry could receive reduced penalties if the individual

running the compliance program reports directly to the organization’s
governing authority (rather than to the General Counsel).

Compliance teams can seize these opportunities to make their compliance
training more effective by using mobile devices to go beyond traditional
“check the box” content:

e More Training “Touches” in Less Time
¢ Improve Retention though Targeted Scenarios

e More Learning “In the Moment”

Electronic Signatures and the Audit Trail

Since the mid to late 1990’s, when some training shifted to e-learning and
computerized systems, the U.S. Federal government enacted laws that have
given electronic signatures and records the same validity as paper records
and signatures. E-signatures have also eased the burden of compliance teams
when preparing for audits, making it easy to identify and produce a full audit
trail of training events. Compliance teams were also able to better demon-
strate compliance to boards and senior management.

What'’s critical for compliance teams is that training and HCP interactions com-

pleted through a mobile device should be captured as part of the employee’s
profile within the corporate learning management system, alongside classes,
traditional e-learning, and other compliance training events. Further, an audi-
tor will consider an electronic record based on the integrity of the system in
which it is stored. As anyone in the FDA-regulated community knows, 21 CFR
Part 11 represents perhaps the strictest law for managing electronic records.
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White Paper

What’s critical for
compliance teams is
that training completed
through a mobile
device should be
captured in the learner’s
profile within the
corporate learning
management system,
alongside classes,
traditional e-learning,
and other types of

training delivery.
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White Paper

The FDA expects an electronic record to be authentic, reliable, trustworthy,
and accessible, and any change to the record must include time and date
stamped audit trails.

Embedding Mobile Learning into the Compliance Program

Theoretically, mobile content involves more “touches” with learners than
traditional online learning. This may be particularly beneficial to compliance
teams, who are challenged to keep training fresh and relevant. Based on our
clients’ desire to make compliance training more relevant and efficient, we
have identified four mobile content strategies that can improve the overall
effectiveness of a compliance program. Mobile devices can fulfill

these issues by providing

Strategy #1: Keeping Annual Training “Top of Mind” . .
critical compliance facts
Many organizations conduct annual Code of Conduct training, along with key

ethics and compliance content related to the industry codes (PhRMA, AdvaMed) in an engaging way that
and other topics (FCPA, UK Anti-Bribery, etc). Mobile content can ensure these
issues resonate with employees throughout the year. As an example, consider
the company that delivers its annual Code of Conduct training as a mobile-ready mind’ for employees and
course so that completions are stored as part of the employee’s training profile.

keep this content ‘top of

sales agents.
But what if employees need to recall guidelines during a business

interaction months after they have completed the course? What if a company
has implemented a Corporate Integrity Agreement (CIA) that requires the com-
pliance program to deliver ethical “lessons learned” to sales teams to keep
Code principles relevant? What if additional scenarios are raised during calls
to the ethics hotline that are relevant to the entire salesforce?

Mobile devices can fulfill these issues by providing critical compliance
facts in an engaging way that keep this content “top of mind” for em-
ployees and sales agents. Such training reinforces the Code and the
company’s ethical culture. When the learner completes these modules,
they can electronically sign and make this training event part of their
personal history file.

Strategy #2: Delivering Policies & Procedures Anywhere

Policies and procedures are integral to any training program. The most
effective and automated way to capture a “read and understand” from a
mobile workforce is to deliver the material via their mobile devices.
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Using their web browsers, mobile device learners
can open the PDF file, read the document, then
complete a quiz that challenges their understand-
ing of the material. Both the policy and the quiz
are combined into an assignment that requires an
electronic signature. As noted in the first strategy,
the document is now easily accessible for refer-

ence by employees and sales agents in the same
secure fashion.

Strategy #3: Performing Risk Assessments that Target Training

Compliance teams that perform ongoing assessments are able to monitor
activities in the field, and identify high-risk relationships that trigger appropriate
risk mitigation steps. Compliance risk areas could include anti-bribery, conflicts
of interest, and fraud (misleading customers, switching contract terms, etc.).

This process can be automated so that the sales person can complete a risk

assessment via the mobile device, providing a sense of
immediacy to the risk monitoring process. For example,
an anti-bribery assessment might ask: “Did you interact
with a government official?” The answer could trigger

a specific training module that focuses on anti-bribery
policies, or even send an e-mail to a member of the
compliance team to follow up on the matter. Similarly,

a “ride along” assessment can also be captured via the
device, in which both the monitor and salesperson are
required to electronically sign.

Salens Agpessmant Smad Jormd

Strategy #4: Tracking Interactions
with Health Care Professionals

In addition to capturing records for sales representative

training, compliance teams face the burden of monitoring the interactions be-
tween the sales rep and their clients. They also need to ensure that only vetted
sales presentations, product information and other content is available via the
mobile device.

In the life science industry, the ability to monitor all types of client communica-
tion has become a necessary procedure. When a sales representative visits the
physician’s office, the rep needs to document which content was shared with
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the client. Without an audit trail, the organization could face regulatory,
civil, and criminal consequences.

For compliance teams that have a program for monitoring field based
personnel to ensure that they are not engaging in off-label promotion,
specific electronic checklists can be completed via mobile devices. With
the right LMS, sales reps and “ride along” monitors can “electronically
sign” via their tablets immediately following a product-related presenta-
tion given to a healthcare professional. The form can require the e-sig-
nature of both the monitor and the salesperson, and be stored within
the salesperson’s training profile, along with other compliance-related
activities.

The result is an electronic audit trail for each visit, which can be
especially critical should the compliance team receive an inquiry from
a regulatory or local government agency.

Conclusion

As more companies rely on mobile sales teams and third-party agents
to conduct their business worldwide, they will need to embed mobile-
ready content into their compliance programs. How they blend mobile
content with more traditional training methods will determine the
quality of their audit readiness, and the overall effectiveness of the
programs.

Use of mobile devices throughout a sales and service workforce pro-
vides an opportunity for compliance teams to shift compliance learning
from a reactive to a proactive process, so that training is a more con-
tinual process that occurs throughout the year. With the right strategy in
place, compliance teams can streamline delivery of policy and proce-
dure training to the mobile workforce. In addition, mobile-ready forms
can automatically generate targeted training or even an e-mail sent to
the Compliance Officer or Sales Manager.

The end resultis a full audit trail of these additional proactive
compliance activities, without any additional administrative burden. In
this way, compliance teams should embrace mobile devices as a new
channel for reducing risks and improving compliance.
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